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Abstract

Bank safety is one of the most important safety units, which must represent a top level
of security. The bank becomes the target of criminals, therefore, this research proposes a
new human-security system interaction based on blink gesture recognition for smart bank
security. In order to recognize the blink gestures of the employee to reduce crimes in the
banks. A different processes implemented in the blink gestures recognition analyzing, these
processes are face and facial landmark detection, Eye aspect ratio (EAR) and amplitude and
duration of blink. In this research, the Soukupova algorithm is developed to be able to
detect the voluntary blink gestures of motion of eyelids and also to design a prototype that
alerts the employee that the system accepted his interaction. The using web camera and
successfully implemented a prototype proposed system i1s tested for the gestures of the
blink with two eyes successful, It is robustness against face resolution, varying illumination
and facial expressions. The proposed system is evaluated by a number of experiments for
security i bank from robbery which 1s having a detection accuracy rate more than 96%
which, 1s efficient compared with other related approaches. Overall, the proposed system
increases the efficiency of security systems and provides security to the money, customers

and employees.
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CHAPTER ONE: INTRODUCTION



1.1 Introduction

Bank 1s one of the most important safety units, which must represents a top level of
security. The bank become the target of criminals, because it has increased number of

branches, which have expensive jewellery, important documents and cash.

In the last years, there are mcreased numbers of robberies and crimes of banks which,
occurred in cities during daylight hours when the employees were subjected to force,

violence or gunpoint [1].

So there 1s a strong need to develop technique to enable the employee to activate the
alarm system, and help to mform the local security centre or the nearest police station n
order to abort the crime in timely manner, easy capture of suspects and keeps the expensive

life of all employees and customers safe.

By the rapid development of computer vision, image processing and video mtelligent
technologies, it’s now possible to integrate human gestures recognition techniques with

video surveillance systems to achieve smart security system.

Therefore, m this thesis will propose a new human-security system interaction that
based on blink gesture detection technique in order to recognize blinks gesture of the
employee, therefore inform local security and the nearest police station to the rapid
mtervention, without the knowledge, feeling and attention by suspects, attackers and

accomplices, by using sophisticated computer vision technologies.

1.2 Motivation

The current banking security systems have some weaknesses that related to early
detection of crimes, so the money, life of employees, customers are exposed to risk. It
would be useful to have better solutions to fill the gaps in these systems. Thus the People’s

life and money will be safe and also easily capturing of suspects in a timely manner.



1.3 Problem Statement

Most current bank security systems usually use video surveillance system, which is
basically used to provide evidence after crimes, and it cannot do real-time early warning.
Standard banks policy is to avoid violence as much as possible, so they will normally hand
over the money and try to obey to the robber’s demands [2]. In addition the bank
employees, and customers cannot ask for assistance (Especially at gunpomt or in the case
of hands are tied), therefore they cannot contact the police in a timely manner, causing the
escape of the suspects.

For these previous reasons, it is a necessary to solve this problem, and make a system to

analyze video stream in order to inform the local security official and police.
1.4 Objectives

The objectives of this research relate to reduce crimes in the banks through design
system that mcrease the efficiency of security systems and to provide security to the money,

customers and employees. In more detail, the objectives are as follows:

1. To develop the Soukupova and Cech method [3], in order to detect the blink gestures
of voluntary movements of eyelids, by proposing specific amplitude and duration values
for gesture, and classify the gestures by compare them with measured values . To do
that first, detecting the face in video stream, then extract eye landmarks from facial

landmarks, after that calculating the eye aspect ratio values.

2. To design a prototype that alerts the employee that the system accepted his interaction,
and also notified the local security and the nearest police station, by sending SMS

massages.

1.5 Scope and Limitations

This study will focus on developing vision-based security interaction system for a
bank based on eyelids’ blink recognition technique that by analysing the videos stream

which captured using web camera. The proposed system will let user to interaction with it,



in order to recognize user’s gestures. This study was implemented in room conditions with

four participants of my family. The prototype to be designed 1s based on web camera.

1.6 Research Approach

Figure 1.1 shows all steps of the proposed approach. In more detail, the steps are as

follows:

Problem identification

v

Analysis of current techniques
|

Proposed method

Experimental procedure and
Experiments

Results an! Evaluation

Figure (1.1) research approach.

1.6.1 Problem Identification

This step will present the problem which is the weaknesses in the banks’ security
systems that may lead to crimes. Also will find a gap that the researchers did not give
enough solution about. Now the question is, how can we reduce this weakness and support

the security systems?

1.6.2 Analysis of Current Techniques

In this step will be presented the analyzing of the most used vision-based methods and
vision-based gesture techniques which are related to the human computer interaction and

security systems.



1.6.3 Proposed Method

This step will investigate all techniques that are used in a proposed method m order to
recognize the gesture. These techniques are facial landmark technique, eye aspect ratio

technique and duration & amplitude of blink techniques.

1.6.4 Procedure and Experiments

In this step, first, an mitial traming, recording and collecting the captured videos for
participants who perform the gestures. Then, writing the codes and implementing the

experiments.

1.6.5 Results and Evaluation

In this step, first we will measure and record the results and calculate the accuracy
then, evaluate the performance of the whole system and comparing them with Gupta et al.

and Kumar et al. [4]studies [5].

1.7 Research Contributions

The approaches of the security systems that based on hand gesture recognition
techniques face some challenges such as easy to identify and observe by suspicious
persons. To solve this problem, it is proposed a new approach which based on the
recognition of eyelid motion to detect blink gestures using face detection, facial landmarks
detection and estimating of the eye opening state. To do that we have to conduct several
experiments in order to determine if system would be able to recognize genuine gesture and
reject random others. The particular method has become possible through the
popularization of all cameras and would be feasible and secure in different conditions. This
system can work in parallel with other security systems and can also be applied to all
important sites such as museums, and other institutions. The detail’s contributions of this

thesis are as follows:

1) Proposed a new accurate approach for security system based on detection of eyelid

blink voluntary gesture using face detection to localize face, facial landmarks detection to



localize eyelid and applying eye aspect ratio technique in order to estimate the eye opening

state. This approach 1s hard to identify and to be observed by suspicious persons.

2) Developed system using duration and amplitude parameters of the blink to detect
eyelid gesture as a pattern of eye aspect ratio values in temporal window of 30fps videos
stream frames as an input, achieving real-time performance and accurate recognition. This
system can work i parallel with other Bank security systems and can also be applied to all

important sites such as museums.

3) Built a rule that generates different types of duration and amplitude gestures to
interact with the system. One of these types i1s chosen to use with the appropriate site as

other important institutions where people and officials need help, assistance and support.

1.8 Structure of Thesis

This thesis consists of five chapters which will cover the designing of vision-based
gesture mteraction security system. Here 1s an overview of the content of each presented

chapter:

Chapter One: this chapter introduces the problem, gives an overview about the study and
describes the needs of vision-based gesture interaction security system in the banks and
other important sectors. This chapter also discusses the scope, the limitation, the

significance, the motivation of the study and its objectives.

Chapter Two: this chapter covers the background of relevant mformation about image’s
components, image processing and computer vision techniques. Moreover, this chapter
represents some vision-based methods which are used the gesture recognition and detection

techniques.

Chapter Three: This chapter covers the literature review which is the previous related
works that they been done before. Moreover, this chapter represents the used techniques of

these works in order to understand the study more.



Chapter Four: This chapter explains the details of the selected methodology and
techniques that we are going to use m the study. Moreover this chapter discusses all

implementation steps which are Procedures, experiments’ details and evaluation process.

Chapter Five: This chapter discusses the conclusion and future works to improve this

study.



CHAPTER TWO: BACKGROUND



2.1 Introduction

Bank security systems are custom-designed of systems that based on each bank’s
needs, allowing the security specialists to completely secure the institution’s vulnerable
pomnts. There are two types of security systems which used in banks the first one is
informatics security against cybercriminals to ensure the transaction works safe and
prevents any activity that could cause lost to the bank and its clients or customers and not
disclose to anybody with no authorization only legal staff and legal bank’s customer can
operate any of the tasks as in Pradhan system [6]. The security of information banking
systems also contains two components: computer security and network security. Computer
security 1s considered as an autonomous system, which is provided by means of operating
systems and applications and built-in computer hardware. Network security involves the
protection of data at the time of transmission over communication lines and protection from
unauthorized remote access to the network as in [7]. The second one i1s agamst mdividual
criminals to ensure that the highly-priced possessions and cash in locker rooms, ATM
machines and also the life of customers and employees are in safe as in Khera et al. [8],
Verma et al. [9] Tarief et al. [10], Archana et al [11], Georis [2] and B. Saranraj et al. [12]
works. In this thesis we focused on security systems which based on the mteraction

between an employee and a system as in Gupta et al [4], Kumar et al [5]works.

2.2 Computer Vision and Image processing

An image 1s a two-dimensional matrix of pixels. Every image consists of a set of
pixels. Pixels are the raw building blocks of an image. A pixel as the “color” or the
“intensity” of light that appears in a given place i image. A color model (channel) is a
way of describing colors. These are usually represented as tuples of numbers, typically as
three or four color components. An RGB model 1s used most often, whereby each color 1s

encoded as a composition of a red, green and blue channel [13].

Image processing deals with extracting low-level information from images by treating

them as signals. In fact, image processing i1s often regarded as a subfield of signal



processing and uses a large amount of the same techniques . This kind of processing can be

used to detect edges or perform blurring [13] [14].

Computer Vision 1s a subfield of computer science that deals with techniques for
acquiring, processing, analyzing, and understanding digital images in order to extract
numerical and symbolic information in order to make decisions This usually mvolves
finding more high-level information than image processing, although image processing

techniques are often used before applying computer vision techniques [15] [16].

2.3 Vision-based Human Computer Interaction

Human computer Interaction (HCI) can be described as the point of communication
between the human and a computer. Commonly used input devices include the following:
keyboard, computer mouse, trackball, touchpad and a touch-screen. Every new device can
be seen as an attempt to make the computer more intelligent and make humans able to
perform more complicated communication with the computer. This has been possible due
to the result oriented efforts made by computer professionals for creating successful human
computer interfaces. As the complexities of human needs have turned into many fields and
continues to grow, so the need for complex programming ability and mtuitiveness are
critical attributes of researchers to survive in a competitive environment, they have been
incredibly successful in easing the communication between computers and human. This
success helped to facilitate and better human control over human monitoring systems as
computer commands [17] [18] [19], and activity Recognition [20] [21] [22] controlling and
navigating devices [23] [24]. However, a shift towards a user friendly environment has
driven them to revisit the focus this area. The abstract from previous context that is to make
computer understand human language and develop a user friendly environments as human
computer mteraction (HCI). Finally the Human-computer interaction is a technology which
lets computer and machme hear, see, and feel. At present, the field of human-computer
mteraction has entered the stage of multimodal interaction which make a computer
understand the speech, facial expressions and human gestures as i [25]. Since the gestures
are perceived through vision techniques, it 1s a subject of great interest for recent computer

vision researchers.

10



2.4 The Gesture

The Many researchers had tried to define gestures but their actual meaning is still
arbitrary. Gesture 1s defined as the motion of the body that is intended to communicate
with other agents [26]. For a successful communication, a sender and a receiver must have
the same set of mformation for a particular gesture. As per the context of the project,
gesture 1s defined as an expressive movements of body parts, which have a particular

messages, to be communicated precisely between a sender and a receiver.

A gesture 1s scientifically categorized into two distinctive categories: dynamic and
static. A dynamic gesture i1s mtended to change over a period of time whereas a static
gesture 1s observed at the spurt of time. A waving hand means goodbye is an example of
dynamic gesture and the stop sign 1s an example of static gesture [19] [27]. The possible
location for origin of the human gestures or body gestures can be from any part of our
body, but the most of the gesture-based studies that are carried out involve the gestures that
have originated from the hand , face, head, eyes, eyelids and tongue [19] [28] [6] [23] [18]
[17],because most normal people transfer the messages through this locations. To
understand a full message, it 1s necessary to interpret all the static and dynamic gestures

over a period of time, this process is called gesture recognition.

Gesture recognition 1s the process of recognizing and interpreting a stream
continuous sequential gestures from the given set of mput data. The main entire pomnt of the
gesture recognition, 1s to teach a machme to learn different gestures made by humans, and
to interpret the same, which means to make the sensible conversations between a human
and a machines possible. Due to most fields of gesture recognition techniques belong to the
computer vision which belong to computer science, so it is a hot topic today and carried out
a wide range of community as a result, modern researches of the control of computers
changed from standard peripheral devices to remotely commanding computers and
machines through speech, emotions and human or body gestures [25]. The following texts
gives some background mformation about gestures systems and an overview of the

methods currently used that based on gesture recognition techniques, which developed

11



solutions to meet the requirements of various applications that related to vision-based

mteraction between human and machine.

2.4.1 Vision based hand gesture recognition

Recently, the use of human movements, especially hand gesture, has become an
important part of human—computer interaction (HCI), which serves as a motivating force
for research in modeling, analyzing, and recognizing the hand gestures. For example, vision
commands computer 1s proposed based on hand gesture recognition technique usmg six
static and eight dynamic hand gestures. This technique use transfer learning approach
which include hand shape recognition using (VGG16) retramed model on a large dataset
and tracing of detected hand using skin color algorithm in a frame then converting the data
to commands [19]. On the other hand, human-security interaction systems is proposed for
security purpose and deaf people. This systems uses techniques to recognize the special
hand gesture and Sign Language of the parsons. This type systems configured to processes
such as image acquisition, skin color mformation for recognizing hand gesture which 1s
obtammed from the arm region of the hand, background removal, canny edge detection,

contour detection, feature exftraction, image classification, training and testing of data [4]

[5].
2.4.2 Vision based eye and eyelid blink gesture recognition

The states of human eyes have proved to be an important factor in determining intend
and level of attention of a person towards his surroundings, so they contam a lot of useful
information. Due to eye gaze, eye blink and an eyelids movements are the main method of
collecting the visual mformation and plays an immportant role m human-computer, human
system mteraction and detection of state of human as drowsiness, fatigue and others, so
several vision-based gesture recognition studies have developed various methods,
techniques and systems to meet the requirements of various applications. For example, eye
gesture recognition system is introduced in order to interact with portable devices. The
system combined techniques from image processing, computer vision and pattern
recognition to track and analyze the sequence of eyes gaze drections (left, right, up, down

and middle directions) m the video stream to recognize a predefined gesture. This system
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support four number of eye predefined gestures as in Figure 2.1, and was implemented
using OpenCV library [18]. Moreover an eye movement recognition method is proposed
based on Convolutional Neural Network Techniques (CNN) [29]. It built dataset for eye
gaze movement contains of 19200 images, the images were divided into eight gaze
orientation categories (up, down, left, right, up and left, up and right, down and left, down
and right) gazes as m Figure 2.2.The activities of this type of CNN methods usually consist
of data collection, dataset building, training and model testing and finally recognition, in
addition this method can be used m cumbersome mterface devices for human computer

mteraction (HCI) and have better performance than SVM methods.

{a) “Dqiamond™ {(b)» “Plus™

=)

(c) *“*Vertical™ {d) “*Horizontal™
Figure (2.1): Eye predefined gestures
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Figure (2.2): Eight gaze orientation categories gazes
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But regarding to blink of eyes, interaction control commands computer vision system
1s designed based on blink gesture recognition technique [17]. The system used to help
people with disabilities to become a part of the mformation society by detecting the
voluntary eye blinks gestures and interpret the estimation of eye blink duration and
sequence of blinks as control commands in real time. The methodology of this technique
includes face detection, eye-region extraction, eye-blink detection and eye-blink
classification. On the other hand, drowsy, driver monitoring and accident prevention
system 1s presented based on monitorng the changes m the eye blink duration [30]. The
system defined three states for the driver drowsiness: blink duration 1s less than 400ms 1s
awake, bigger than 800ms 1s sleeping and between them 1s drowsy. Also method employed
mm vehicles and helped in reducing the amount of fatigue related accidents by alarming the
driver [31] is presented, based on determining the eye blinking rate. The system defined 8-
10 blinks per minute for normal driver’s state and mform the driver if this value 1s

decreased.

This types of methods are mcluding face detection, eye detection, and eye blink
detection and at the most they used viola-jones and neural networks algorithms to detect the
face and eyes. The methods can also detect the state of the eye via a single frame without
requiring additional frames. In addition most systems which are based on this methods rely
on comparison between the detected blink rate and duration with predefined threshold

values to detect the level of human’s state as in fatigue and drowsiness states.

2.4.3 Vision based Facial expressions recognition

The face, including the eyes, eyebrows, nose, jawline, mouth and tongue plays an
mmportant role m visual communication. By looking at them, human can automatically
extract many nonverbal messages, such as humans’ identity, intent and emotion. In
computer vision, the automatically localization, extraction and detection of those facial
information are called facial expressions recognition. There are many facial analysis
methods built up on accurate detection of these facial expressions. For example, proposed
vision control mteraction system is proposed based on Tongue expression gesture technique

to help any people with suffering movement disability who face challenges in their daily
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life activities. The system controls predefined devices through four movements of the
tongue, namely left, right, top, and down. The system used Viola-Jones detection algorithm
to detect the face and mouth and it used the analysis of Coordinate system CSA to detect
and trace the movements of tongue [23]. In other studies methods to detect facial
expressions based on facial landmarks gesture technique to localize the key points of
eyebrows, nose, mouth, and jawline, eyes and eyelid contours. On the other hand, a
technique to detect eye blinks is designed. This method estimates the facial landmark
positions and extracts the vertical distance between eyelids for each video frame of an mput

video as m Equation (2.1) [32].

d= \/(pz-x —p1x)2 + (P2-y— pl-y)2 (2.1)

Where d 1s the vertical distance, pl and p2 are landmark points.

This equation assumed that the distance between upper and lower eyelids 1s fixed
when the eyes are open, and approaches to zero when the eyes are closing. Whereas a
simple real-time algorithm to detect eye blinks in a video 1s designed [3] [33]. It is called
EAR SVM classifier which is trained by 300-VW dataset. This algorithm used to estimate
the eye opening state by calculating the ear value for every frame from six landmarks
pomts of each eye as in Equation (2.2). One pomt in each corner of the eye (pl, p4), two
points on upper eyelid (p2, p3) and two on lower eyelid (p3, p6) as in Figure 2.3. After the
landmarks detected in the image, the Eye Aspect Ratio (EAR) value 1s calculated and
averaged for both eyes. The ear value is fixed when the eyes are open, and approaches to
zero when the eyes are closing.

_ |lp2—pé6l|+|lp3-p5l|

EAR = — (2.2)

15



Figure (2.3) The six landmark pomts of each eye.

This Active Shape Models method was robust to low mnage quality and faces are not
always frontal to the camera, the expression is not always neutral, people are often
emotionally speaking or smiling or wear glasses. For these reasons this approaches 1s better
than the Viola-Jones approaches. An authenticity algorithm is designed to generate a
unique signature for an individual which when stored in the user account mformation
database will limit the creation of fake or multiple accounts [6]. The system based on Face
landmarks expression gesture, Smile expression gesture and Encryption techniques. It
consist of the following steps: Smile elimmation, Feature extraction and Digital signature.
So after generates and extracts 68 point facial landmark features, convert them to a highly

compressed and secure digital signature by using some OpenCV 3.0 library classifiers.

2.4.4 Vision based multimodal gestures recognition

Multimodal gestures is merge of some gesture techniques to enable a multi-modal
mteraction between users and system which make system understand the speech, facial
expressions and others human gestures. So by fusing mformation obtained from different
modalities of human-scale multimedia environment, the system can better understand the
user’s need and discern false information. For example, a multiple modalities human-
computer interaction system is introduced [25]. The system based on face, body gesture and
speech recognition techniques to monitor the user facial behavior, body gesture and spatial
location by using cameras. After that an extended human-computer mteraction system is
mtroduced based on head pose, eye gaze and body gestures techniques to monitor and
tracking the movements’ of user’s head , eyes and body gesture using web camera [28].

This types of system allow users in front of monitor or big screen to interact with games,
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PowerPomt presentation and more by using static pose as pomting gesture, where user
stretches his arm and point at a target location in screen, and dynamic motion pattern as
waving hands and changing direction of eye’s gaze as in Figure 2.4. The gesture
recognition of the systems include Data collection, Data preprocessing, Feature extraction

and Recognition.

Figure (2.4) multiple modalities human-computer interaction system.

From previous studies, we vasitgated different methods of human computer
interaction systems. Now we will highlight on detection of Eyelids movements (blinking)

method which 1s our focus m this research.

2.5 Blinking (eyelids motion)

Blinking 1s defined as a rapid closing and reopening the eyelids of a human eye
(eyelids motion). Each individual has a little bit different pattern of blinks which differs in
the speed of closing and opening, a degree of squeezing the eye. The main blink parameters
are duration, rate, and amplitude. Blink Duration is the period of time when the eyes were
in a closed state, it lasts approximately 100-400ms it depends on people’s mood. Blink Rate
(blink frequency) 1s the number of blinks per given timeframe, and 1t 1s defined as the blink
count in a minute. The natural blink rate during rest was 17 blinks/min, it increases to 26
during conversation, and it decreases to 4.5 while reading. Finally the Blink Amplitude
which describes the degree of openness of eye, it differs between people and it also depends

on mood and head pose [34] [33] [31]. Figure 2.5 presented the shape of normal blink.
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Figure (2.5) Natural blink

2.5.1 Types of Blinking

The involuntary one, which iclude: (1) Spontaneous blink which 1s done without
any obvious external stimulus. It happens while breathing or digesting. (2) Reflex blink,
which 1s caused by contact with the cornea, fast visual change of light i front of the eye,
sudden presence of near object or by a loud noise. The voluntary one, which implements

under the control of the individual [17].

2.5.2 Vision-based Blink Detection

The states of human eyes contam a lot of useful information, and the research on
recognition of unit eye has become a hotspot in human activity recognition. The
movements of eye and eyelids are the main method of collecting the visual mformation,
and play an important role in Human-Computer Interaction (HCI). Eye and eyelid
recognition not only have research significance in the field of human-computer interaction,
but also have extensive application prospect and profound significance i activity

recognition psychology, medicine, design, and military field [29].

2.5.3 Blink detection methods

Many of different methods have been developed for blink detection that they estimate
eye state as either open or closed, or track eye closure events so the output can be either
recognition of open or closed eye, or detection of blink. These techniques using only a
camera. They use either single image characteristics to recognize the eyes, or they use

several subsequent frames from a video sequence to detect the blink. They usually have
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three stages: a face detection, an eye region detection and a blink detection or recognition.

The Viola-Jones algorithm is mostly used for face detection.

The single 1mage processing methods are based on skin color segmentation, edge
detection and a parametric model fitting to find the eyelids. The traditional image
processing methods for computing blinks typically involve some combination of eye
localization, thresholds to find the whites of the eyes and determming if the white region of

the eyes disappears for a period of time as m [31].

Other methods use template matching, where templates with open and closed eye
images are leamed and a normalized cross correlation coefficient is computed for an eye
region of each image. The Template matching based methods use an eye image model that
1s compared with the segments of the input image. The matching part of the mput image is
determined by correlating the template against the current image frame [17]. Most works
which based on eye blink technique, rely on the blink rate and duration parameters to

determine the states of human, and human gestures.

This research rely on blink amplitude and duration m order to detect the special eye
blinks gesture of the employee which, 1s Difficult to observe by criminals, suspects and
accomplices. So that the security man of bank and nearby police station can be informed
about the start of crime, just by recognizing the special eyes gesture made by the employee
in front of the cameras. In this work, a vision-based system for detection of blinks gesture
is presented, together with its implementation as a human-security system interaction for

important reigns like banks.

2.6 Chapter Summary

This chapter introduces an idea about an image, computer vision, image processing
and gestures technologies, and it also introduces global look about gesture recognition
system which, based on wvisions techniques. Moreover the chapter highlights human
interaction systems and focus on eye and eyelids blink interaction systems which, are the

main of this research.

19



CHAPTER THREE: LITERATURE REVEIW



3.1 Introduction

This chapter presents some studies that related to security systems for banks. It
presents used methods and techniques, their advantages and disadvantages and also critical

analysis and comparison between these methods and techniques.

3.2 Related Works

The related work can be categorized into two types; Employee without help gesture
which 1s not depending on the gesture of employee and employee with help gesture which

1s depending on gestures of employees as shown in Figure 3.1.

(B. Georis, 2004) presented a real time platform for semantic video interpretation
applied to bank agency monitoring. The proposed system is a multi-camera platform, which
recognizes user predefined scenarios, such as bank attack scenarios. These scenarios are
modelled by domain experts using a back and forth process and based on a representation
language. In order to address bank monitoring issues, the system has been improved based
on two evaluation types. First, a repair stage guided by a careful technical evaluation has
been performed at each level of the interpretation chain. As a consequence, the robustness
obtamed was sufficient enough to recognize all scenarios of interest. Second, an end-user
evaluation has helped the experts to improve the scenario models to adapt them to real life
situations. The system modelled a large set of scenarios to take into account the variety of

bank robberies to prevent any drama [2].

(Yongxiang et al, 2009) designed a Bank Intelligent Video image processing and
Monitoring Control System, which rely on the OpenCV computer vision library. The
system has a strong adaptability for the varieties in the monitoring region. It i1s able to
ensure that background mmages which are based on static areas refresh will be updated m
time. And by reforming the temporal and spatial characteristics analysis method, it profits
from the robustness against noise of background method. Thus, accurate detection of
unusual actions is guaranteed. This system also fills the blank of real time alarm monitoring
system in banks, greatly improving the safety of surveillance area and providing strong

protection for bank [35].
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(Tarief et al, 2011) infroduced a design of simple security system for museums and
banks, it is based on the fact that any human being radiates an infrared radiation. The
system consists of antenna working at IR frequency band, Programmable System on Chip
and a Silicon Controlled Rectifier (SCR). The output of the SCR will activate a load which
could be a buzzer or Light Emitting Diode (LED) to give either a sound or a light alarm,
respectively. If any human being approached valuable protected item, the antenna collects
the infrared radiation and gives an analogue output equivalent to this radiation. This system
can activate all time and has immediate response, no apparent components, no mterference

with daily business [10].

(Archana et al, 2017) introduced system that comes with detect the ATM theft from
Robberies, and then it reduce the problem with existing technique that used in the society.
When the theft occurs, PIR sensor i1s used to observe the human motion, then alarm is
produced beep sound from ATM machine. This system uses ARM controller based on
embedded system to process real time data collected using the PIR sensor. Once the alarm
1s produce the beep sound, the DC Motor is close the ATM door, Stepper motor 1s used to
leak the gas inside the ATM to bring the thief into unconscious stage, Camera continuously
sends the videos to the computer for future surveillance. after that the system send message
to the nearest police station and corresponding bank through the GSM and in next second
send the videos to concerned Bank and as well as police station through the GPS. The

system used to prevent the robbery from easily caught out [11].

(Saranraj et al, 2020) infroduced security system based on biometric and
authentication techniques to guarantee better security in ATM exchanges m order to prevent
the robbery to take cash until if he caught the valid ATM card holder, client IDs and
passwords. The proposed system consists of ARDUINO Controller, finger print sensor,
RFID smart Tag per user and RFID Reader. To enhancing security in this system,
Fingerprint sensor are used and also the ATM room 1s kept under surveillance for the whole
day. Furst, the individual need to put the ATM card in the ATM reader. The user whoever
entering ATM room need to put the RFID TAG m the RFID Reeder and the user afterward
need to keep their unique finger impression. When the RFID and the unique mark are

matching the client can perform further exchanges. This framework gives high proficiency
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and maintains a strategic distance from the illicit exchanges. It 1s profoundly solid for

security related 1ssues [36].

(Verma et al, 2013) designed system for validating, monitoring and controlling the
security at bank locker rooms. It is includes a biometric system which are responsible for
the security of the main door of the locker room and the system also includes a RFID
system to provide access of the locker room area to only authorize people. To monitor the
unauthorized people in the locker room area, a passive mfrared sensor is fixed. In case of
any unauthorized motion the picture from the camera will be mailed to security officials

and the alarms will be on to inform the local security [9].

(Hongjie et al, 2011) introduced a design technique to recognize the illegal
modification of criminals in Automatic Teller Machine (ATM) for purpose to obtaning
username and password. The design i1s when user enters and leaves the self-service Bank,
the system automatically obtams two images, and compares them, if there are differences in
the images, then alarms are triggered. The authors used image recognition and image
matching processing techniques of computer vision technology. This design reduced the
problem of low efficiency in the real-time monitoring system especially when there are

many monitoring points [37].

(Khera et al, 2014) introduced security system based on image processing technique.
The system focus on the safety of the bank locker rooms by detecting and controlling
unauthorized motion. The system save the images whenever the motion will be detected, so
the 1mages will can be used in future for mvestigation, then the system communicate the
image data continuously to the remote location control rooms using web based monitoring
through Local Area Network (LAN). Finally the warning text short message service (SMS)
1s sending to the operator using GSM technique. The authors addressed the problem with
current manually supervised security system is that if the robbery occurs then the banks are

not been able to identify the robbers due to lack of proof [§].

(Blessed Joshua, 2016) mtroduced security system based on three levels of
authentication m order to secure the locker of bank. In this system the author used RFID,
Pattern recognition, Bluetooth and GSM techniques. The algorithm of the system starts
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when the user uses the RFID card which is read by the RFID reader and the user has to
draw the specified pattern registered in the server during the first registration. After that the
pattern 1s checked by Camera-OPEN CV mmage processing step. If the pattern 1s matched,
then a message 1s sent to the user's mobile with an OTP and the user is asked to type the
OTP in the android mobile app , after this the OTP + UIN i1s sent through Bluetooth and it 1s
checked in the bank's server. If it 1s matched the locker opens or alert massage 1s sent to the
manager by GSM module. The system made the access to the bank lockers and obtaining

mnformation of the financial mstitution and customer by others 1s difficult [38].

(Kumari et al, 2019) mtroduced locker security system based on Face Recognition,
voice recognition and GSM techniques, which may be utilized in Banks, Security Offices
and financial mstitution for giving protection to highly-priced possessions. In this system,
only the legal character can get admission to the treasured such things as cash and jewels

from locker moreover this system is reliable and inexpensive [39].

From all the previous studies, it is clear that there is an intense interest to wards
direction of robust and safety security systems with good performance, but the used
techniques in these systems are not depending on employees to detect the criminals, when
he 1s feeling and watching the start of crime. At this state the employee stay arms folded so

he cannot do anything especially at gunpont.

Now we will present some human-security system interaction studies that based on

hand gestures techniques.

(Gupta et al, 2015) presented a hand gesture analysis for human-security system
mteraction. The system 1s used for the banking security and security purposes like
companies or personal secured places. This system uses techniques to recognize the special
hand gesture of the employees so that nearby police can be informed about the robbery. The
authors configured the system for recognition the hand gesture to five processes of
techniques such as image acquisition, skin color nformation for recognizing hand gesture
which 1s obtamed from the arm region of the hand, background removal, canny edge
detection and contour detection. The authors used skin color and canny edge detector

algorithms which are implemented in OpenCV library [4].
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(Kumar et al, 2018) proposed a hand gesture recognition system based on Sign
Language, the Process of it have eight steps of techniques ( image acquisition, skin color,
removal of background, canny edge detection, Feature extraction, image classification ,
training and testing of data). The authors collected dataset of 100 images for 15 hand
gestures, and they used SVM classifier to tram and test the dataset i order to recognize the

gestures. This system can be used for security purpose and also for deaf people [5].

The systems m these studies are depending on hand gesture techniques of employees
to detect the criminals. These techniques when used in banks easily identifiable and
observed by suspicious persons, criminals or accomplices that leads to doubt and escape
them in timely manner or exposing employees, customers and money to risk. Moreover

hand gesture techniques are meffective in state when the hands are tied.

3.3 Critical Evaluation of Existing Approaches

The previous studies is evaluated and presented the Strengths and weaknesses of their

used techniques as shown in Table 3.1 and Figure 3.1.

Table (3.1) Critical Evaluation of Existing Approaches

Techniques Author Year Strength Weakness
human behavior Computer B Georis IEEE2004 The system 1) This
recognition vision modelled a large set systems
of scenarios to take | focuson the
into account the behavior of
variety of bank attacker and
robberies to prevent robberies
any drama. only.
Refresh computer Yongxiang IEEE2009 | The system also fills
background version and Wu the blank of real
image based on pattern time alarm 2) Most of
OpenCV recognition monitoring system these
in banks systems
An infrared electronic Tarief M. F. IEEE2011 The system can provide the
radiation of Elshafiey activate all time and safe to
human has immediate lockers,
response, no valuables
apparent and not for
components, no employee
interference with and
daily business customer
Safety.




Table (3.1) Continued

Sensor , Electronic and Archana IEEE2017
Controllers, communication
GSM and GPS
technology
biometric and security B. Saranraj et | IEEE(2020) This framework
authentication al. gives high
techniques proficiency and
maintains a strategic
distance from the
illicit exchanges. It
is profoundly solid
for security related
issues.
image Computer Hongjie et al. IEEE2011 The system reduced
recognition and vision the problem of low
image matching efficiency in the
processing real-time monitoring
system especially
when there are many
monitoring points.
biometric and Security Amit Verma 20131IEEE The security can be
RFID systems et at used in other highly
technique restricted areas also
like private offices,
laboratories etc.
RFID, Pattern Biometric , Blessed 2016 IEEE | It made the access to
recognition, Computer Joshua the bank locker and
Bluetooth and vision and obtaining
GSM Communication information of the
financial institution
and customer is
difficult.
Face Computer Kumari et al. International This system is
Recognition, vision Journal of reliable and
voice ,electronic and Scientific inexpensive.
recognition and | communication Research and
GSM Review
ISSN No.:
2279-
543XVolume
07, Issue 03,
March 2019
UGC Journal
No.: 64650
Motion of Computer Khera et al IEEE2014 low cost, stable link,
background vision and large coverage area,
image using communication and low
MATLAB and communication cost
GSM technique

3) The
employee
cannot do
anything if

he is seeing
a crime or

robbery in
his bank

(Arms
folded).
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Table (3.1) Continued
Hand gesture Computer Gupta et al. IEEE2015 The system is also Easily
recognition vision used for security identifiable
purposes like and
companies or observed by
Personal secured suspicious
places persons and
Hand gesture Computer Kumar et al IEEE 2018 The system can be | attackers or
recognition vision used for security accomplices.
based on Sign purpose and also for And
Language deaf peoples ineffective
in the state
that hands
are tied.
Employee without help Gesture Related Employees with help Gesture
Systems Techniques Works Systems Techniques
s 2 = =
Electronic and Embedded 7 Sign Language Hand gesture
Human Behavior e ; o .
System Technology as Recognition s in [2) Recognition Technique || Recognition Technique
in[10 and 11] asin [4] as in [5]

“ This technique is easy to do by employee and

can be used for security purpose and also for
deaf peoples.
This technique is easily to identify and observe

Image Processing || Image Recognition and Image
asin [8 and 35] || Matching Processing as in [37)

Image Matching Processing Technique integrated

with levels of Authentication and Identification by suspicious persons and accomplices.
Techniques as RFID, biometric, face, voice and ® This technique is ineffective in state when the
pattern recognition as in[9, 38 and 36]. hands are tied.

* Most of these systems utilized in banks and financial institution
for giving protection to highly-priced possessions in locker
rooms and ATM machines.

® This systems focus on the behavior of attacker and robberies
only, thus the employees cannot do anything under threat and
gunpoint, when they are feeling and watching the start of crime
specially if the bank’s system fall to recognizing on the crime.

Figure (3.1) Critical Evaluation of Existing Approaches

3.4 Remarks

This research 1s based on blink gesture recognition technique which 1s difficult to be
observed by the criminals, so that the security man of bank and nearby police station can be
informed about crime just by recognizing the special blink gesture made by the employee
in front of the cameras and without any knowledge, feeling and attention by any suspects

and accomplices. In addition, this research is not eliminates the previous studies, but it can
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work 1n parallel with them, and add a new feature, and also fills the blank of real time alarm

monitoring systems and providing security to banks which has never used before.

3.5 Chapter Summary

The analysis of literature review had broadened the scope of security systems issues in
banks and can conclude that security systems play an important role in the bank
mnstitutions. The mformation which is collected form this chapter is used as a guidance to

propose new method for developing new security system.
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CHAPTER FOUR: PROPOSED METHOD &
IMPLEMENTATION



4.1 Introduction

Most current systems have some gabs because they used techniques and methods
which, are not efficient. So, to enhance this problem, a new method is proposed as

described in details m this chapter.

4.2 Proposed Method

The proposed method relies on duration and amplitude of blink to recognize the
gesture. This method 1s fast, efficient, and easy to mmplement by using python with
OpenCV and dlib libraries. This method based on mmportant computer vision techniques:

are Facial landmark, Eye aspect ratio (EAR), Duration and amplitude of blink.

4.2.1 Facial Landmark Technique

The face plays an mmportant role in visual communication. By looking at the face,
human can automatically extract many nonverbal messages, such as humans’ identity,
mtent, and emotion. In computer vision, the facial information gained through the facial
landmark locations (key points) can provide important information for human and
computer interaction, entertainment, security surveillance, and medical applications. These
pomts are describing the unique location of a facial component as shown in Figure 4.1. The
facial landmark detection 1s the process of localizing the key facial points on a face,
including the eyes, eyebrows, nose, mouth, and jawline. The facial landmark detection
algorithms aim to automatically identify the locations of the facial key landmark points on

facial images or videos.

Due to facial images and videos undergo to varying facial expressions, head poses,
illummations, and facial occlusion. So some algorithms can be able to handle with these
challenging conditions, while some others may fail. It is usually assumed that face is
already detected and given for most of the existing facial landmark detection algorithms.

The detected face would provide the initial guess of the face location and face scale [40].
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Figure (4.1) Visual representation of 68 key facial landmarks

4.2.2 Eye Aspect Ratio (EAR) Technique

This technique was proposed by (Soukupova et al) [3].The eye aspect ratio 1s simple

calculation based on the ratio of distances between facial landmarks of the eyes each eye

has 6 unique coordmates, 2 on the top of the eye, 2 on the bottom and 1 on each side

horizontal edge of the eye as shown m Figure 4.2. The ear gives us a singular value,

relating the distances between the vertical eye landmark points (p2, p3, p6, p5) to the

distances between the horizontal landmark points (p1, p4). Six (6) coordinates are named as

P1 to P6 starting from the left edge of the eye and going clockwise with the remaining

coordmates. The ear is mostly constant when eye is open and getting close to zero while

closing an eye as shown mn Figure 4.2.
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Figure (4.2) six unique coordinates of the eye. The ear is mostly constant when eye is open

and getting close to zero while closing an eye

a) Soukupova Method Details [33]

The eye blink is a fast closing and reopening of a human eye. Each individual has a
little bit different pattern of blinks. The pattern differs in the speed of eyelid movement, in
a degree of squeezing the eyes and in a blink duration. The eye blink lasts approximately
100-400ms. Soukupova et al. method exploited state-of-the-art facial landmark detectors to
localize the eyes and eyelid contours. From the landmarks detected in the image with face,
Soukupova derived the eye aspect ratio (EAR) that 1s used as an estimate of the eye

openness state.

This approach 1s supervised thus training process is needed. An SVM classifier is
learned on training dataset. Since the per-frame EAR may not necessarily recognize the eye
blinks reliably, a classifier that takes a larger temporal window of a frame into account is
trained. For every video frame, the eye landmarks are detected. The eye aspect ratio (EAR)
between height and width of the eye is computed by Equation (4.1).

_ |lp2-pél|+|Ip3-p5l|

T =S

Where pl to p6 are the 2D landmark locations.
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The EAR 1s mostly constant when an eye 1s open and is getting close to zero while
closing the eye. It 1s partially person and head pose insensitive. Eye aspect ratio of the
open eye has a small variance among mdividuals and it i1s fully mvariant to a uniform
scaling of the image and m-plane rotation of the face. Since eye blinking is performed
by both eyes synchronously, the EAR of both eyes is averaged. An example of an EAR

signal over several frames in the video sequence is shown in Figures 4.3 and 4 4.

0.25
I T 1 L
DIOE Lz keosmusprmssossinpomimissrman s et st s e s i e St ol

Figure (4.3) Open and closed eyes with landmarks pi automatically detected. The eye
aspect ratio EAR 1n Eq. (4.1) plotted for several frames of a video sequence. A single blink
signal 1s present.

Eye aspect ratio:
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EAR thresholding (t = 0.2):
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non-blink

Figure (4.4) an example pointing to how difficult is to set a correct threshold while
thresholding the EAR curve. If the threshold is set to 0.35 the left blink will be detected but
in right half of a plot there would be long false positive. If the threshold is set to 0.2 then
the right blink is detected but the left blink 1s missed.
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b) Eye blink detection using Support Vector Machine classifier

It generally does not hold that low value of the EAR means that a person 1s blinking.
A low value of the EAR may occur when a subject closes his eyes mtentionally for a longer
time or performs a facial expression, yawning, etc., or the EAR captures a short random
fluctuation of the landmarks. Therefore, the classifier that takes a larger temporal window
of a frame as an mput. Due to a normally blink length being from 100 ms to 400 ms, so the
approximately 430 ms can have a significant impact on a blink detection. Further A single
blink 1s present. A red box demonstrates the scanning time window. Values are given for
301ps videos. Thus, for example having 30fps video, for each frame a 13-dimensional
feature 1s gathered by concatenating the EARs of its +6 neighboring frames as shown in

Figure 4.5.

0.25
0.2
0.15
0.1

0.05

Figure (4.5) the eye aspect ratio EAR plotted for several frames of a video sequence. A
single blink 1s present. A red box demonstrates the scanning time window.

T

1 1 1 1 1 1 1 1 1 1 =

A linear SVM classifier (called EAR SVM) i1s tramed from manually annotated
sequences. Positive examples are collected as ground-truth blinks, while the negatives are
those that are sampled from parts of the videos where no blink occurs, with 5 frames
spacing. Additionally, to avoid only eye closing or only eye opening being detected as a
positive blink, the starts and ends of the ground-truth blinks are considered as negatives
exampled for training the SVM classifier. While testing, a classifier 1s executed in a
scanning-window fashion. A 13-dimensional feature is computed and classified by EAR
SVM for each frame except the beginning and ending of a video sequence. The values are
proportionately recalculated for different frame rates than 30 fps. This algorithm runs
online, it means that the blink is detected immediately after the blink’s end.
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¢) EAR SVM eye blink detector

The SVM classifier uses a 13-dimensional features for all frame rates. Therefore time
windows must be interpolated to be 13-dimensional for different frame rates than 30 fps.
The experiment with EAR SVM 1s done by the authors in a cross-dataset fashion using all
the three blink datasets. It means that the SVM classifier is tramed on the Eyeblink8 and
ZJU and tested 1 on the Silesian and all three combinations are alternated. The testing
1s done using sliding window with a step of a single frame. Besides testing the EAR SVM
method that is trained to detect the specific blink pattern, and compared with a simple
baseline method, EAR thresholding, which only thresholds the EAR in Eq. (4.1) values.
The precision-recall curves shown in Figure 4.6 of the EAR thresholding and EAR SVM
classifier were calculated by spanning a threshold of the EAR and SVM output score
respectively.

EAR trwveshokding
EAR SVM

©  EAR adaptiee HMM

100
a0

Precision
4]
o
Precision

0 10 20 30 40 SO0 60 70 80 90 100 60 70 80 20 100
Recall Recall

EAR threshaoiding
EAR SVM
Eyeblink8 ©  EAR adaptive HMM
100

80

BO

Precision
Precision

70

60 -
0O 10 20 30 40 S50 60 70 B8O 90 100 &0 70 80 20 100
Recall Recall

Figure (4.6) the precision-recall curves
Notice, the precision-recall curves are not monotonic due to the matching between the
ground-truth and detection blinks mvolved in the evaluation, So it does not hold that with
increasing recall it decreases precision and vice versa. For easier comparison the
operational points with the highest F1 score were extracted from the precision recall curves

as m Equation (4.2).
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precisionrecall

F1 =2

(4.2)

precision+recall

d) Datasets for blink detection

i. ZJU Dataset
The ZJU dataset 1s consisting of 80 short videos of 20 subjects. Each subject has 4
videos: with and without glasses, 3 videos are frontal and 1 1s an upward view. The 301ps
videos are of size 320 x 240 px. An average video length i1s 136 frames and contains about
3.6 blinks m average. An average 10D 1s 57.4 pixels. The subjects do not perform any
noticeable facial expressions. They look straight into the camera at close distance, almost
do not move, do not either smile nor speak. A ground truth blink 1s defined by its beginning

frame, peak frame and ending frame.

ii.  Eyeblink8 Dataset

This dataset is more challenging. It consists of 8 long videos of 4 subjects that are
smiling, rotating head naturally, covering face with hands, yawning, drinking and looking
down probably on a keyboard. These videos have length from 5000 to 11000 frames, also
301ps, with a resolution 640 x 480 pixels and an average IOD 62.9 pixels. The videos
contain about 50 blinks on average per video. Each frame belonging to a blink is annotated

by half-open or close state of the eyes.

iii.  Silesian Dataset

The Silesian dataset 1s recorded in 100 fps in a resolution of 640 x 480 pixels. It
consists of 5 videos of men at close distance in front of the camera. The average IOD is
146.7 pixels. The subjects almost do not move and they are recorded from frontal position
all the sequence. Each video lasts about two minutes, more accurately and have length from

8000 to 16000 frames, so 56 blinks on average per video sequence.

4.2.3 Duration and Amplitude Techniques

The blink duration 1s the duration of complete blink in a given time interval, another

interesting blink parameters is an amplitude which describes the degree openness of eyelids
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of eye, 1t differs between people. There are two types of voluntary gestures that can be

configured by using blink parameters of eyelids are amplitude and duration gestures.

Duration gestures which are the changes in duration time of blink, the eyelids of eye
stay closed in predefined period of time. Amplitude gestures which are the changes are in
duration and amplitude of blink, the openness of eyelids are changing differently from
normal, it increase m predefined period of time and decease in predefined period of time. In

this type there is no need to completely close the eye.

The proposed gestures of our system mteraction had specific and sufficient duration
and amplitude thresholds values, in order to avoid any trigger of a system by the

spontaneous eye blink of human as shown in Figure 4.7.

Start blink

B < . End blink

The amplitude is changing |4 D_ura_llog ls_chlnging

Figure (4.7) the proposed blink gesture

4.2.4 Proposed Method Methodology

The methodology of the proposed method include Face Detection, Facial Landmarks
Detection and gesture classification steps as shown m Figure 4.8. Before detecting the
facial structure pomts of eyes in the face region, firstly localizing the face m stream video.
Then detecting the blink gesture, by measuring the current value of eye aspect ratio
(EAR), which is ratio of distances between facial landmarks of the eyes and compares this
value with predefined thresholds. After that measuring the duration and an amplitude of the
current blink and compare them with predefined thresholds, in order to classifying and
recognize the true gesture. Finally alarm is activated, inform the local security and send

SMS massage to nearby police station about suspected m bank.
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Figure (4.8) Proposed method methodology

4.3 Component and Tools

There are two types of tools which are used in this work hardware such as computer

and cameras and software such as programming languages, editors and more.

4.3.1 Laptop and Cameras

a) HP laptop computer: (64-bit Windows 10, Intel Core 2 Duo CPU at 2.13 GHz
processor 4G RAM) as shown in Figure 4.9 a.

b) Logitech C270 HD web camera :( Sensor Resolution: 720p and speed rate: 30fps)

as shown in Figure 4.9.b

¢) Text Editor as Microsoft Word Editor.

(a) (b)
Figure 4.9. (a) Core 2 Duo laptop 4G RAM (b) HD 720p web camera
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4.3.2 Python with Open CV and DIib Libraries

A general purpose programming language called Python was started by Guido van
Rossum that became very popular very quickly, mamly because of its simplicity and code
readability. In this language the programmer is able to express his ideas in fewer lines of
code without reducing or damaging the readability. Python 1s slower when compared to
languages such as C/C++. That said, Python can be easily extended with C/C++, which
allows us to write computationally mtensive code in C/C++ and create Python wrappers
that can be used as Python modules. The obtamed two advantages are: first, the code 1s as
fast as the original C/C++ code (since it is the actual C++ code working in Background)
and second, 1t easier to code in Python than C/C++. The simple, mtuitive syntax allows you
to focus on learning the basics of deep learning, rather than spending hours fixing crazy

compiler errors in other languages [16] [38].

OpenCYV (open source Computer Vision Library) is mainly used mn some advanced
1mage processing, feature detection and tracking, motion analysis, object segmentation and
recognition etc. The Platform MATLAB, will be installed under the directory of OpenCV.
Its focus on real-time image processing and includes patent-free implementations of the
latest computer vision algorithms. Open CV now supports a multitude of algorithms related
to Computer Vision and Machine Learning. Open CV supports a wide variety of
programming languages such as C++, Python, Java, etc., and this 1s available on different
platforms including Linux, Wimndows and Android. Due to the OpenCV 1s released under a
BSD license and its source codes are open, the developers can modify the codes or add new

classes into the library, so it is used in academic projects [41].

Open CV-Python 1s the Python API for Open CV, combining the best qualities of the
Open CV C++API and the Python language. Open CV-Python is a library of python
bindings designed to solve Computer vision problems. For the original Open CV C++
implementation Open CV-Python is a Python wrapper. Open CV-Python makes use of
Numpy, which 1s a highly optimized library for numerical operations with MATLAB-style
syntax. All the Open CV array structures are converted to and from Numpy arrays. This
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method also makes it easier to integrate with all other libraries that make use Numpy such

as SciPy and Matplothib [13].

Dlib is a general purpose cross-platform software library. It i1s written m the
programming language C++. DIlib 1s a modern C++ toolkit contamning machine learning,
image processing algorithms and tools for creating complex sofiware in C++ to solve real
world problems and there are using of number of its tools from python applications. Dlib
1s used m both industry and academia in a wide range of domamns including robotics,
embedded devices, mobile phones, and large high performance computing environments.
Due to the Dlib 1s open-source software released under a Boost Software License, so it 1s

using in any application, free of charge [42] [43].

4.4 Implementation

The main parts of the work i1s programmed by using libraries of python program
language except the detection of face and facial landmarks which 1s programmed by using
C++ Dilb library. The OpenCV and imutils libraries are used for capturing, collecting and
processing of images of videos stream. The processing time of the videos stream 1is
computed by using imutils library and the time for processing one frame using our
proposed method 1s not exceed 200 ms, these times already include a processing time taken
for finding face, facial landmarks and gesture. Thus the proposed algorithms run in about 5-
6 fps while using laptop (64-bit Windows 10, Intel Core 2 Duo CPU at 2.13 GHz processor
4G RAM). The recording of participants’ videos i1s done using standard (640 x 480,301fps

web camera) and Logitech C270 web camera. The text is written in Microsoft Word Editor.

A real-time gesture detector prototype has been prepared. It runs in python and uses
mmutils to capture mages from Logitech C270 web camera. A one beep sound when a
subject repeated the true gesture tow times in front of the camera, So that he can know that

the system has accepted his interaction’s request.

The implementation activities of this research comnsist of procedure, experimental

methodology and experiments details.
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4.4.1 Procedure

The experimental procedure for each participant consisted of four parts: initial
training, mput of tow predefined eye gestures on a laptop and interaction with a security
application running on the laptop. In the first three parts, are recorded videos from the web
cameras of the laptop. During the fourth task, the recognition was carried out i real time.

In more details:

1) Initial training, so four participants will record videos who are perform the
predefined gestures.

2) The USB web camera was fixed at distance about 70 cm away from the
participant’s face, so participant must Keep the distance to the camera as stable as
possible.

3) Each participant was asked to blink sometimes (normal blinks and gesture blinks,
alternately).

4) Fmally python, OpenCV and Dlib code will written to perform face and facial

landmark detection to recognize the gesture in video streams.

4.4.2 Experimental Methodology

The first section to build an eye blinks gesture of the system, 1s localizing the face by
applying a pre-trained HOG + Lmear SVM object detector algorithm in a given frame of a
video stream as shown in Figure 4.10. This algorithm 1s implemented m dlip library.

Figure (4.10) detection the face

41



Then facial landmark detector 1s used, to perform facial landmark detection of 68 key
facial coordinates, in order to localize the eyes landmarks in face region as shown in Figure

4.11. This detector 1s an implementation of One Millisecond Face Alignment with an

Ensemble of Regression Trees in [44] which, is included in the dlib library.

Figure (4.11) Visual representation of 68 key Facial landmark poimnts.

Once we have the facial landmarks for both eyes as shown i Figure 4.12, the
Soukupova et al. method [3]is used to measure eye aspect ratio (EAR), which 1s ratio of
distances between the six facial landmark key coordates pomts of each eye. The EAR
value for both eyes is calculated and then the mean is taken. The EAR is calculated for each

consecutive frame and a thresholds for EAR is set in the code.

Figure (4.12) Visual representation of landmark points of each eye.
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The second section is to determine when the blink is considered to be a gesture, to do
that we first set two threshold values of ear that must be set in code, higher one for open
eye (HT) and lower one for closed eye (LT). After that we measure the real detected ear
value and compare it with LT and HT threshold values, if the comparison is true, then we
determine the amplitude and duration of the detected blink and compare it with predefined
thresholds.

The duration 1s the number of sequence frames when eyes are in closed state or when
value of ear = < LT value for period of time equal TFseq. When TFseq is predefined
threshold must be set in the code. The duration gesture 1s different change in duration as in
natural blink, so the duration gesture is detected when the value of ear fall to LT threshold
and stay in it predefined period of time equal TFseq, then it rise again to value when the
eyes are mn normal open state. The amplitude of blink is openness of the eyes, and the
amplitude gesture is different changes of the openness as in natural blink. so amplitude
gesture detected when ear value change from low to high or high to low m TFseq
predefined period of time (number of frames) passing through LT and HT threshold values.
Figure 4.13 shows the signal of complete blink gesture with LT, HT and TFseq thresholds.

—— gesture signal

uvi

I Duration LT
0.15 - ,
v
0.10 -
O 10 20 _";.(_) 4b S0 60 JO
Frames

Figure (4.13) Real signal of complete blink gesture
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Once the comparison 1s true and matched, the alarm is activated and the system also
sends warning message to the security officials and nearest police station. This section i1s
performed by a code on python language. The flowchart of the experimental methodology

1s shown i Figure 4.14.

Camera

Face detection

A
Eye detection

v
> Measure EAR value =

Compare measured EAR
with EAR thresholds

Measure duration and amplitude of blink |

Compare duration and

amplitude with thresholds False —

True

l

Inform the local security and send
SMS massage to nearby police station

Figure (4.14) Experimental flowchart of the system



4.4.3 Experiments Details

In this part, we presented all experiments that related to gesture types, how to create
them, the time needed to process them, and also the conditions that affect the accuracy

of their recognition.

a) Participant vs. EAR

The EAR values for 4 different people were recorded. The ear values for completely
closed, normal open and maximum open of the eyes were measured. For accuracy the ear
was calculated for several times and the mean value was recorded. Table 4.1 shows the

mean values. Using the values a Graph was plotted as shown i Figure 4.15.

Table (4.1) the mean values of ear for complete closed, normal open and max openness of
the eyes.

participants EAR average for EAR for normal | EAR Values of max eye
eyes closed eyes open openness
Participant 1 0.104 0.345 0.425
Participant 2 0.092 0.323 0.389
Participant 3 0.072 0.313 0.382
Participant 4 0.103 0.294 0.358

0.40 -

.\f

\-‘

m 0.30 \*
;';é —&— EAR eye closed
0.25 —~&— EAR eye normal open
—&— EAR eye max open
0.20 -
0.15
3 = [
i a/.
1.0 1.5 2.0 3.0 3.5 4.0

Frames

Figure (4.15) EAR of 4 participants for open, closed and max openness of the eyes
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b) Gesture’s processing Vs. Frames

In Table 4.2 the maximum processing time of frame and mean frame rate for
recognition of face, landmarks and gesture from real video streams, that captured by 301fps
web camera was measured, and the processing time and frame rate without any appearance
of a human face was measured. Also we measured the baseline corresponds to displaying

the video without any processing by same camera.

Table (4.2) Processing time of frame and mean frame rate for detection, without detection
and baseline corresponds to displaying the video without any processing by same camera.

Baseline Without human Detection
face
Mean frame rate 27. 3 ips 5.9 fps 5.3 ips
Processing time (0 —37.2)ms (110 - 142) ms (125 — 200) ms

In Table 4.3 the time of complete gesture for different number of frames was
measured to find the most appropriate number of frames to set in the code. Figure 4.16 (a),
(b) and (c) show some signals’ samples of complete gesture for different number of frames
and the appropriate number of frames most be set in the code. Using values in Table 4.3 a

Graph was plotted as shown in Figure 4.17.

Table (4.3) Gesture processing time for number of frames.

TFseq to set in code Number of Frames for Processing time of

gesture Gesture

4 6 1.257s
S 7 1.467
6 8 1.668s
8 9 1.879s
12 16 3.343s

*13 15 *3.137s

*14 *16 *3.353s
15 17 3.553s
16 18 3.718s
18 20 4.186s
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Figure( 4.16) (a), (b) and (c) samples of complete signal of blink gesture.
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Figure (4.17) Gesture time for number of frames and number of frames for complete time
of gesture signal.

c) Gestures Classification vs. Thresholds

There are different types of gestures that can be configured by using threshold values
of ear and frames (tume) as in the following: First, by using values from Table 4.1 and the
plotted Graph in Figure 4.18 we calculated the mmdividual lower thresholds (LT), individual
higher thresholds (HT) and common thresholds for all participants. The HT threshold must
be a value of ear that bigger than the value when the eyes in normal open state. The LT

threshold must be a value of ear that is smaller than value when the eyes are in normal open
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state or closed to a value when eyes in closed state. Then by some calculations we found
the common HT and LT thresholds as computed by Equations (4.2) (4.3). Second, from
Table 4.1 we can see that, the minimum ear value of normal open state for participant 4 is
0.294 and the maximum ear value for closed state for participant 1 is 0.104. Hence by
using equation (4.2), the LT threshold was set to (0.1989 = 0.2) in the code. The maximum
ear value of the normal open state for participant 1 1s 0.345 and the minimum ear of the
maximum openness of the eyes for participant 4 is 0.358. Hence by using Equation (4.3),

the HT threshold was set to 0.351 in the code.

Big ear value in closed state + small ear in normal open state
i =2 P 4.2)
2
Big ear innormal open state + small ear in max openness state
HT = =4 P > P (4.3)

Finally, the signal of the amplitude gesture was detected, when the value of ear rise to HT
and filing to LT in predefined period of time (number of Sequential frames = TFseq), then
it rise again to HT. In state of amplitude gesture there is no need to completely close eyes,
so the LT threshold can be shafted to be between values when eyes are mn closed state and
normal open state. Figure 4.14 shows the HT, LT and Shafted LT thresholds (SLT). But
according to the signal of duration gesture is detected, when the value of ear filing to LT
threshold and stay in it predefined period of time (TFseq threshold), then rise agaimn to value
when the eyes are in normal open state. Figure 4.19 show some participants how are doing

the amplitude and duration gestures.
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Figure (4.19) participants how are doing the amplitude and duration gestures
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d) Gestures vs. Different conditions

Experiments were done with one participant at different luminous intensities, head

orientation, wear glasses and occlusions.
1. Luminous intensity

We noticed that the gesture stay detected at all different regular luminous levels even in

low lights as shown 1n Figure 4.20.

!

e
»,

Figure (4.20) Gestures stays detected at different regular lumimous.

But while luminous intensity is unregularly, for example when lights at one side or very
low, the misinterpreted detection occurs because, the predictor of facial landmark considers
the cover of eye (upper or lower lid) as an open eye nevertheless eyes are actually closed as
in Figure 4.21(a) and (c). In other side due to loss of face detector, the eye landmarks is

also lost, therefore lost detection is occurred in duration gesture as i Figure 4.21 (d).

Duration_Gesture: 0 W Ourction_Gesture: =1
‘R: 0.341 EAR: 0.391

(a) (b)

Figure (4.21) (a) and (b) Lost and mismterpreted duration gesture detected m unregularly
luminous ntensity conditions.
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(©) (d)
Figure (4.21) (c) and (d) Lost and misinterpreted duration gesture detected m unregularly
luminous mtensity conditions.

Due to the amplitude gesture depend on amplitude characteristic of the blink, the

misinterpreted detction is small as shown in Figure 4.22 (a) and (b).

Amplitude_Gestures R: 0.290 — Amplitude_Gesturgs R: 0.375 s ==
R o ‘

(@) ()

Figure (4.22) (a) and (b) the detection of amplitude gesture 1s in stable detection until in
unregularly lights.

ii. Head Orientation

An experiment was done m different views of face orientation upper, down and sided
views as shown in Figures 4.23 (a), (b) and (c). The amplitude gesture was stay detected
until the face is not always frontal to the camera, but it may lose discriminability for out of

face rotations.
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Figure (4.23) (a), (b) and (c) Face orientation: camera put it m different directions side,
down and up views.

iii. Glasses and Occlusions

In this experiment, the blink gestures were detected with good accuracy when the
participant was wearing glasses as in Figure 4.24 (a) and (b) for duration gesture and also

for amplitude gesture as shown m Figure 4.25 (a), (b), (c¢) and (d).

(a) (®)
Figure (4.24) (a) and (b) Duration gesture in glasses states
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(c) (d)
Figure (4.25) (a), (b), (c) and (d) Amplitude gestures in glasses states
In otherwise due to occlusions may not be distracting for the landmark detector, so the
gestures are also detected when the participant put his hand on face as shown mn Figure 4.26

(a), (b) and mouth as shown i Figure 4.27 (a), (b) or nose as shown in Figure 4.28.

Figure (4.26) (a), (b) participant put his hand on his face.
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Figure (4.28) participant put his hand on his nose.

However, the amplitude gesture 1s detected with good accuracy better than duration
gesture i states: unregularly lights, wearing glasses, face orientation, speaking and in

occlusions.

4.5 Results and Performance of the system

The proposed system for Blink gesture detection was tested using Intel Core 2 Duo
CPU at 2.13 GHz processor 4G RAM on the 30 fps sequences frames from the USB
Logitech 270 Pro webcam and Jewa web cameras. The size of the mput images sequences
were equal to 480, 640 pixels. Testing of the system took place n a room illuminated by 2
fluorescent lamps and daylight from two windows. The recording and analysing of videos

were implemented by python program language.
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4.5.1 Real-time capabilities

First, analysing whether the system was able to process the video and recognize
gestures in real-time. To do this, we measured the processing time for each frame and
computed the mean frame rate. As can be seen from Table 4.4, the time for individual
frame without any detection processing of face, landmarks and gesture 1s between 110ms,
142ms, and the mean frame rate was 5.9 Fps. If the system performs face and landmarks
detection, the processing time up between 125ms, 200ms. So the mean frame rate drop to
5.3 Fps. While the baseline corresponds to displaying the video on the screen without any
processing was closed to frame rate of the camera around 27 fps.

Table (4.4) frame rate and processing time with / without face and landmarks detection and
also the baseline corresponds to displaying the video on the screen without any processing.

Baseline Without a face Detection
Mean frame rate 27. 3 fps 5.9 fps S.3 fps
Processing time (0 —-37.2)ms (110 - 142) ms (125 - 200) ms

4.5.2 Recognition performance

The detection of the blink gesture was done in real time with the camera speed of 30
fps. Two kinds of errors were identified: false detection (the system detected gesture when
it was not present) and missed gesture (a present gesture that was not detected by the
system). The possible decisions distribution of the gesture detector output is presented as

shown in Table 4.5.

Table (4.5) possible decisions of gesture output

Possible decision Actual state
Gesture present Gesture not present
Result of Gesture detected TP FP
No gesture detected N FN
detection

The correctly detected of the gestures are denoted as True Positives (TP), the false
detections are denoted as False Positives (FP) and the missed gestures are denoted as True
Negatives (TN). Based on these parameters, measure of the system performance was

introduced the accuracy as in Equation (4.4) [17].
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TP

— (4.4)
TP+ FP+TN

Accuracy =

This measure was used to assess the system robustness i detecting the blink gestures

as well as for the overall system performance. The tests of the system in low and good
resolution of cameras and others conditions were also performed and the results are

presented as in Tables 4.6, 4.7, 4.8 and 4.9.

Table (4.6) Accuracy of the Amplitude gestures recognition system averaged over all four
participants i low resolution.

videos Amplitude Gesture Total GT | Detected Gesture | TN | FP | Accuracy
Participant 19 18 1 94.7%
Partii ipant 3 3 .ﬂ
Parti(2: pant 6 5 1 83.3%
Partig pant 10 8 2 80%
. Averaged Accuracy 89.5

Table (4.7) Accuracy of the Duration gestures recognition system averaged over all four
participants in low resolution.

videos Duration Gesture Total GT | Detected Gesture | TN | FP | Accuracy
Participant 19 17 2 89.47%
Partiiipant 6 6 100%
Partiiipant 16 15 1 93.75%
Partizipant 10 9 1 1 82%
: Averaged Accuracy 91.3%

Table (4.8) The distribution of the system performance and accuracy, in deferent conditions
states: direction views of camera, glasses and low lights.

Deferent conditions | Amplitude Gesture | Detected Gesture Accuracy
states of videos Total(GT) (DG) TN | FP
Down view 10 7 3 1 64%
Side view 10 8 2 80%
middle view 40 39 1 0 97.5%
Middle and glasses 20 19 1 0 95%
Middle and low light 20 20 0 0 100%
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Table (4.9) The distribution of the system performance and accuracy for the duration
gestures, in deferent conditions states: glasses, without glasses and low lights.

States of Duration gesture Detected gesture | FN | FP | Accuracy
video Total(GT)
Middle 20 20 0 0 100%
glasses 20 19 1 (0 95%
Low light 20 20 0 0 100%

4.6 Comparison of Results with Previous Works

The used techniques of most previous works do not depend on employee to detect the
criminals, when he 1s feeling and watching the start of crime. The employee m other works
use hand gesture technique to interact with system. this technique 1t used m banks easily
identifiable and observed by suspicious persons, criminals or accomplices that leads to
doubt and escape them in timely manner or exposing employees, customers and money to
risk.

The proposed system combines facial landmark, eye aspect ratio and amplitude and
duration of computer vision techniques to recognize the blink gestures which is never
before and also 1t 1s hard to observe. It achieves a real-time gesture recognition accuracy
more than 96%. Table 4.10 and Figure 4.29 show some comparison of proposed work with

Gupta and Kumar works. The accuracy is plotted as shown in Figure 4.29.

Table (4.10) The comparison of proposed system with Gupta and Kumar works.

Works Used Observe by suspicious | Difficulty level | Accuracy
technique & accomplices by employee
Gupta H_and BEstung Easily Eastly 95.7%
recognition
Kumar Hand & e'sj[ure Easily Easily 94.5%
recognition
Amplitude Little Difficulty
) blink gesture Difficult 96.5%
Proposed ) >
recognition
SyRem Duration blink Easil
_ Difficult Y 98.3%
gesture

- )




97

Accuracy

96.5
96
95.5
95
94.5

94

93.5
Accuracy
B Gupta Hand gesture recognition easily

M Kumar Hand gesture recognition easily

M Proposed system Amplitude blink gesture recognition difficult

Figure (4.29) The comparison of proposed system with Gupta and Kumar works.

4.7 Remarks
There are some remarks that noticed while experiments as in the following:

1) All expermments of this work is implemented i door, with four participant which,
perform about 20 blinks, so to obtamn a stable accuracy of the results more
participants must be needed.

2) Most misinterpreted detection occurs in duration gesture, because it 1s effected by
some conditions.

3) The frame rate drops to 5.3 fbs in detection state, that is because low performance

and the high load of the used computer.

4.8 Chapter Summary

This chapter vasitgated all techniques that used in proposed method and presented the
different types of tools which are used in this work. Finally different experiments are
mmplemented to get on the results and to measure the performance of all system and

compared them with previous related works.
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CHAPTER FIVE: CONCLUSION AND FUTURE WORK



5.1 Conclusion

In this work security interaction system based on the blink gesture recognition
technique is proposed. The employee is pre-trained about how and what gesture to make in
case of robbery in bank before joining at the bank. This proposed system combines facial
landmark, eye aspect ratio and amplitude and duration of computer vision techniques to
recognize the blink gestures. The implemented real time blink gesture recognition security
system has an accuracy of more than 96% which, 1s better as compared with the existing

results of related works in [4]and [5].

5.2 Limitation of The Proposed Approaches
The limitation related with the system are as follows:

1) The failure of the face detection would directly lead to the failure detection of eye
facial landmarks, so the performance of system may be affected by the face detector
accuracy.

2) The system loss discriminability when the face move to be not frontal to the camera.
The solution might be to define the EAR in 3D.

3) To get top performance of the system, every participant should have his own LT

and HT thresholds, so every participant must has his own sub-system unit.

5.3 Future Work

The limitations described previously can be addressed as future work. Further, future

works to improve this human-security system mteraction are as follows:

1) Propose more blink gestures, which can be used to handle with more security
purposes and other interaction intelligent systems as controlling vehicles and also
helps the disabled people for start, stop and changing speed of therr wheelchairs

and cars.
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2) Duration blink gesture can be ntegrated with Amplitude blink gesture in one
system i order to obtam robust and safety security system with good

pel'fOI'IIlElIlCC :

3) Design human- security systems based on gesture of motion of nose and Eye

brows.
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